
NGAN HANG NI{A I.TU6C
VryTNAM

CQNG HOA XA HQI CHU NGHIA VryT NAM
DOc l?p - TrIdo - H?nh phric

se,,I,J(fQo-NHNN Ha N1ri, rgay 47thang I 2 ndm 2023

QUYETDtr-'{H
Vd tri6n khai cic gini phip an tohn, bio mit

trong thanh to6n tryc tuy5n vi thanh todn th6 ngAn hing

THONG DoC NGAN HANG NHA NI/dC

Cdn ctr LuQt Ngdn hdng Nhd nudc Vi€t Nam ngdy I 6 thdng 6 ndm 20 I 0,

Cdn cn Nghi dinh sii IOZ.ZOZZ'N>-CP ngdy 12 thdng 12 ndm 2022 cita
Chinh pht) quy dinh chtrc ndng, nhiQm vq, quyin hqn vd co cdu t6 chtirc cila Ngdn
hang Nhd nroc Viet Nam;

Cdn cu Thdng tu sA SStZOtOtll-NHNN ngdy 29 thdng 12 ndm 2016 ct)a

Th6ng ddc Ngdn hdng Nhit nudc quy dinh an todn, bdo mQt cho vi€c ,urg rdp
dich vu ngdn hdng tr€n Internet;

Cdn ctr Th6ng ta sij SStZOtanf-UUUN ngay 24 thdng 12 ndm 2018 cia
Thiing ddc Ngdn hdng Nhd nudc stra dtjt, b6 sung mqt sti diiu cila Th6ng tu s6

35/2016/TT-NHNN ngdy 29 thdng l2 ndm 2016 cila Thring ddc Ngdn hdng Nhd
nadc quy dlnh an todn, bdo mQt cho vi,!c cung cdp dich vq ngdn hdng tAn
Internet,'

Xdt di nghi ct)a Cuc tru&ng Cuc C6ng nghg th6ng tin.

QUYETD[NH:

Di6u 1. Cric t6 chric tin dUng, chi nh6nh ngAn hdng nuoc ngodi, t6 chirc
cung img dich vu trung gian thanh to6n cdn cri ph6n lo4i giao dich tai Php h,rc 01

dinh kdm, tri6n khai 6p dr,mg c6c biQn ph6p x6c thgc trong thanh to6n trr,rc tuy6n
tr6n Intemet (Intemet Banking, Mobiie Banking) nhu sau:

I Phan loai giao dich quy dinl tai Phu luc 01.

'Chi ti6t vd c6c biQn ph6p xiic rhuc quy tlinh tai Phu luc 02.

STT
Giao
dicht

Bi6n ph6p x{c thgc2 t5i ttri6u
Kh6ch hdng c6 nhin Khrich hirng t6 chfc

1 Giao
dich
1o4i A

- TOn <Idng nhdp, mdt khAu
hoflc m5 PIN (truong hqp d6
xric thgc t4i bu6c tl6ng nhdp thi
kh6ng bdt buQc phii x6c thuc
tai bu6c thgc hign giao d!ch).

- T€n ddng nhdp, mAt khdu
hodc md PN (truong hqp d6
x6c thgct4i bu6c ding nh{p thi
kh6ng bit buQc phdi x6c thuc
t4i budc thUc hiQn giao dich).



) Giao
dich
lo4i B

- OTP gui qua phuong thirc
SMS ho6c Voice ho6c Email.
- Hodc Th6 ma trQn OTP.
- Ho[c Soft OTP/ Token OTP
loai co bin.
- Hodc bi6n phrip x6c thqc qua
hai k6nh.
- HoEc bdng d6u hi6u nhAn
dang sinh tr6c hoc cria kh6ch

J 1.: '. ' "r '. Inang gan llen vol thtet bl cam
tay th6ng minh3.
- Hodc Soft OTP/Token OTP
loai nAng cao.
- HoIc theo chuAn FIDO.
- Ho[c bdng cht lcj diQn tu an
todn.

- OTP grii qua phuong thirc
SMS hodc Voice hodc Email.
- Hodc Th6 ma trfln OTP.
- Hodc Token OTP loai co ban,
kh6ng c6 chfc ndng x6c thuc
ngudi ding sir dpng Token.
- Hodc b6ng ddu hi6u nh4n
d4ng sinh tric hoc cria ngudi
dai di6n. hqp phAp, ngudi phs
tr6ch kC to6n (n€u c6) .crla
kh6ch hdne edn li6n voi thi6t bi
cam tay thong minhi.

3 Giao
dich
loai C

- Bdng dAu hi6u nh4n dang
sinh tric hgc cia kh6ch hang:
(i) kh6p dring vdi dfr liQu sinh
trdc hoc dugc lrru trong chip
cria th6 cdn cudc c6ng d6n
(CCCD) cua khdch hdng do co
quan C6ng an c6pa; (ii) hodc
th6ng qua x6c thr,rc tdi khoin
dinh danh diQn tt cria kh6ch
hdng do hC th6ng dinh danh vd
x6c thuc dien tri fo lfp5.
- Ho{c bnng ddu hiQu nhfln
d4ng sinh trdc hoc cira kh6ch
ha"g !n"p dtng voi dt liQu
sinh trdc hgc dugc luu trong co
sd dt liQu (CSDL) sinh tr6c
hgc vC kh6ch hdng dd thu thQp

vd ki6m tra6, khuy6n khich k6t
hqp vdi phuong thfc x6c thyc
OTP gui qua SMS/Voice hodc
Soft OTP/Token OTP.

- Soft OTP/Token OTP loai co
bin, c6 chuc ndng x6c thuc
nguoi dung su dung phAn

m6m' Token.
- Hodc bi€n ph6p x6c thuc qua
hai k6nh.

3 Truong hgp khiich hang da dang nlap ung dung Intemet Banting/ Mobile Banking bang dAu hieu nhan dang sinh
tr6c hoc gin lien voi thiiil bi cdm tay th6ng minh (nhu diQn tho4i th6ng minh (smart phone), miiy tinh bang) thi
kh6ng dp dung bi€n ph6p xiic thuc ndy khi thUc hiQn giao dich trong phi€n tling nh6p d6.
a Don vi phii triiin khai gini phrip d6 x6c thuc chinh xric thd CCCD cria khiich hang la do co quan Cdng an c6p.
s Tdi khoan dinh danh tli6n tu, hQ th6ng dinh danh vd xdc thuc diqn tu theo quy dinh tai Nghi dinh 59/2022|ND-CP
ngal 05 o 2022 cLla Chinh phi quy dinh vi dinh danh vd xdc thuc djdn ru.
o Kiem ra dam bdo: ri) su khdp dring gina dn li6u nhdn dang sinh ric hqc cua khdch hang voi dn lidu sinh rric
hqc trong chjp cua the CCCD cria khdch ha,ng do co quan Cdng an cdp; (ii) hoic su khop dfng giii'a dii ii€u nhin
d4ng sbh tr6c hgc cria khdch hang th6ng qua xac thuc tai khodn dinh danh di€n tu cua khrich hdng do h€ thong
dinn danh vd x6c thuc dien tu teo lap.



Giao
dich
loai D

Bdng dAu hiqu nhAn d4ng sinh
tric hoc crla kh6ch hdng: (i)
khcrp dnng v6i dir ligu sinh trdc
hgc dugc luu trong chip cua
the CCCD crla kh6ch hdng do

i, A .,,., -co quan Long an cap',: (ll) hoac
th6ng qua xdc thr,rc tdi khoan
dinh danh diQn tt crla kh6ch
hdng do h0 th6ng dinh danh vd
x6c thgc di6n tu tao lAp; (iii)
hoqc khcrp dtng vdi dE lieu
sinh trdc hgc dugc luu trong
CSDL sinh tr6c hqc vC khacn
hAng dd thu thip vir ki6m tra6,

k6t hqp m6t trong c6c biQn

phdp x6c thgc sau:
- Soft OTP/Token OTP loai
nAng cao.
- Ho{c theo chuAn FIDO.
- Ho{c bdng chir h_i dien tu an

todn.

- Soft OTP/Token OTP loai
n6ng cao.
- Hodc theo chu6n FIDO.
- Hodc bing chir kf diQn tu an

todn.

Ghi chri:

- BiQn ph6p x6c thqc giao dich lo4i D c6 thiS x6c thgc giao dich loai A, B, C.

- BiQn ph6p x6c thqc giao dich loai C co the x6c thr,rc giao dich loai A, B.

- BiQn ph6p xdc thuc giao dich loqi B c6 th6 x6c thuc giao dich loai A.

- Trudng hqp c6c don vi su dqng c6c biQn ph6p x6c thuc kh6c c6c lo4i tr0n

thi b6o c6o bing vdn bin gui NgAn hdng Nhd nuoc (qua Cgc C6ng nghQ th6ng

tin) trudc khi 6p dqng tOl ttridu 03 theng.

Didu 2. C6c t6 chuc tin dpng, chi nhSnh ngAn hing nu6c ngodi, t6 chirc

cung [mg dich vg trung gian thanh to6n ph6i tri6n khai 6p dqng c6c giAi ph6p
." ..:.

giam thi€u rui ro trong thanh to6n tryc tuy6n nhu sau:

1. DOi vdikh6ch hdng cri nhAn, tru6c khi thgc hign giao dich lAn diu bing
img dung Mobile Banking ho[c tru6c khi thuc hiqn giao dich trdn thi6t bi kh6c

voi thi6t bi thuc hiQn giao dich Mobile Banking lan gin nh6t thi phAi x6c thyc

khrlch hdng:

- Bing d6u hieu nh?n dang sinh tric hoc cira khrlch hdng: (i) khop dirng voi
dt liQu sinh tric hgc dugc lrru trong chip cira the CCCD cira kh6ch hirng do co

ir
quan Cong an cdpa; (ii) hoac th6ng qua x6c thuc tiri khoin dlnh danh di6n tu cua

kh6ch hdng trong do h9 thi5ng dlnh danh vd x6c thuc diQn tu t4o 14p;

- Ho4c bing d6u hiQu nhan dang sinh tric hoc cira kh6ch hang kh<rp dtng



I

voi dfr li6u sinh tric hoc duoc luu trong CSDL sinh trdc hoc ui khach hang dd thu
thfp vd ki€m tra6, ktit hqp vdi phuong thuc x6c thqc OTP giri qua SMS/Voice
ho4c Soft OTP/Token OTP.

2. Th6ng b6o viQc ddng nh4p l6n dAu ung dyng Intemet Banking/ Mobile
Banking ho4c viQc ddng nh{p rmg dqng Intemet Banking/ Mobile Banking tr6n
thirit bi khac vdi thi6t bi thuc hi6n deng nhQp img dung Intemet Banking/ Mobile
Banking lAn gAn nh6t qua SMS hoic c6c k6nh khric do kh6ch hdng d6ng ky
(email, di0n thoai, ...).

3. Luu trfr th6ng tin ve thi6t bi thUc hi6n c6c giao dich truc tuydn cua kh6ch
hdng vd nhqt h-i (log) x6c thr,rc giao dich t6i thi6u trong vdng 3 th6ng.

, : ..,i
a) Thong tin v6 thi6t bi t6i thi€u bao gom:

- OOi vOi thi6t bi di dQng: Th6ng tin dinh danh duy nh6t cta thi6t bi (nhu s6

IMEI, Serial, WLAN MAC, Android ID, ...).

- OOi vOl m6y tinh: dia chi MAC hoic th6ng tin dfnh danh thi6t bi kh6c
th6ng qua c6c API (Application Programming Interface) cira hQ diAu hdnh.

b) Nhat ky (log) xdc thqc giao dich t6i thiCu gdm: biQn ph6p xric thuc, thoi
gian x6c thqc, md giao dich duoc x6c thr,rc, m6 kh6ch hdng.

Didu 3. Cric t6 chirc cung img dich vp thanh to6n th6 phdi tri€n khai c6c., ' ':giai phdp gidm thi€u rui ro nhu sau:

1. Th6ng b6o giao dich qua tin nhin SMS ho7c thu dign tri.

2. ThiSi:lap h4n muc giao dich trong ngdy.

3. Thi€t lAp tinh ndng cho phdp/ kh6ng cho ph6p thanh to6n truc tuy6n.

4. Thii5t l6p han muc thanh to6n th6 truc tuy6n trong ngiy.

5. Thirit lap tinh ndng cho phdp/ khdng cho phdp thanh toAn d nu6c ngodi
(ngoqi trir c6c giao dich tryc tuy6n).

6. Tritin khai giAi ph6p x6c thyc 3D Secure (ho4c tuong duong) cho vi6c
.!

thanlr todn truc tuy€n v6i the quoc t6.

Didu 4.

1. Cpc C6ng ngh6 th6ng tin c6 tr6ch nhiQm dAu miii theo dOi, gi6m sdt,

ki€m tra vi€c thuc hign Quy6t dinh ndy vd t6ng hqp tinh hinh thqc hign, b6o c6o

Thilng diic Ng6n hdng Nhd nu6c.

2. VU Thanh to6n c6 trrich nhiQm ptrOi trqp v6i Cqc C6ng ngh6 th6ng tin
' '.;theo d6i, gidm sdt vd ki€m tra vi€c tri6n khai QuyCt dinh ndy.
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3. Vq Truydn th6ng phoi hqp v6i cdc dsn vi li6n quan thUc hiQn c6ng t6c

truy€n th6ng d6n ngudi dAn, doanh nghiQp h5 trg hiQu qud cho viQc 6p dgng c6c
.i

ti6u chuan, cdc giii ph6p x6c thyc trong thanh to6n truc tuy6n vd thanh todn th6.

Diiju 5. HiQu lsc thi hdnh:

1. Quytit dinh ndy c6 hieu lUc thi hdnh k6 tu ngay 01 th6ng 7 ndm 2024 vit
thay th6 Quy6t dinh sO O:OlqO-ltnW ngdy 31 th6ng 3 nim 2Ol7 cira Th6ng d6c

Ng6n hang Nhd nuoc v6 viQc ban h2nh K6 hoach 6p dqng clc giiti ph6p v6 an

todn bio m{t trong thanh to6n tryc tuy5n vir thanh to6n th6 ngAn hdng.

2. D6i vdi c6c t6 chtc tin dung dugc ki6m so6t d{c biet, thoi gian 6p dqng

c6c quy dinh tai Diiiu I vd Ei6u 2 Quy6t dinh ndy k6 tri ngdy 01 th6ng 01 ndm

2025.

Didu 6. Ch6nh Vnn phong, Cqc truong Cpc C6ng nghQ th6ng tin vd Thu

truong c6c don vi thuQc Ng6n hdng Nhd nudc ViQt Nam, Chu tich HQi dong quAn

tri, Chri tich HQi d6ng thdnh vi€n, T6ng gi6m d6c (Gi6m di5c) c6c t6 chuc tin

dgng, chi nh6nh ngAn hirng nu6c ngoii, c6c t6 chuc cung img dich vp trung gian

thanh toen chlu tr6ch nhiQm thi hdnh Quy6t dinh nity.l .ru-

Nai nh$n:
- Nhu Di6u 6;
- Ban Ldnh dao NHNN;
- Luu: VP. CNTT luvri6nlrfz'

KT. THONG D6C '
PHOTHONGDOC

Ph4m Ti6n Dffng
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Z cia Th6ns ddc N Nhd nudc

C BIEN PHAP XiC THt/C GIAO DICH TRUC TUYEN
t, ari 'ae,ttli Qi-lzNN ,sat ,/8 thang I2 nim 202J

STT\ 3W+; Chi ti6t vO liQn phip
T,/

I o*($[,*ra
phuong thric
SMS ho{c
Voice hoic
Email.

I(hi thpc hiQn giao dich thanh to6n truc tuy0n, hQ th6ng Intemet
Banking / Mobile Banking s€ grii md OTP qua tin nhdn SMS

(SMS OTP) hodc qua cuQc ggi tho4i (Voice OTP) hoac qua thu

diQn tir (Email OTP) kh6ch hring dd ding ky truoc.
Kh6ch hdng nhfp md OTP tr€n giao diQn thanh to6n tryc tuy6n

Oe noan thdnh giao dich d6 thanh toan.

2 Th6 ma trin
OTP

Th6 ma tran ld mQt bdng 2 chi6u (ddng, cQt), tuong ung vdi m6i

dong, cQt ld mOt ma OTP.

K.hi thgc hiQn giao dich thanh toan ffUc tuy$, hQ th6ng Intemet

Banking / Mobile Banking sc th6ng b6o s6 ddng, cQt trCn the

ma tr6n ae Wracl hdng nh6p mE OTP tuong img hodn thirnh

giao dich thanh todn.

3 Soft OTP lo4i
co bin

ptrAn -Om tao mi OTP (Soft OTP) thuong cluoc cdi dflt tr€n

thitlt bi cAm tay th6ng minh da d[ng kf voi t6 chric cung ring

dich vp thanh to6n, trung gian thanh toan. Ddi v6i loai co bAn,

md OTP dugc sinh ngSu nhi6n theo thdi gian, d6ng b0 vdi h0

th6ng thanh toiin tryc tuytin t4i t6 chric cung ung dich vq thanh

to6n, trung gian thanh to6n.

I(hi thuc hiQn giao dich thanh toan truc tuyen, hQ th6ng Internet

Banking / Mobile Banking y6u cdu khrich hdng nh4p ma OTP

duoc sinh bdi Soft OTP.
Khrich hirng ho4c phAn m€m tu dQng nhip md OTP trOn giao

diQn thanh toan tryc tuy6n vd kh5ch hdng thVc hiQn x6c nhfln <16

hodn thdnh giao dich thanh to6n.

4 Soft OTP lo4i
ning cao

ilotp toai nang *o tn.rorrg ouo.. cdi dat tren thi6t bi cAm

tay thdng minh dd deng lci vdi t6 chuc cung img dich vp thanh

to6n, t.ung gian thanh to6n. D6i vdi lo4i ndng cao, mI OTP

dugc tao t6t trqp vdi md cria tung giao dich (transaction

signing).
Khi thuc hiQn giao dich thanh to6n truc tuydn, hQ th6ng Intemet

Banking / Mobile Banking t4o ra m6t md giao dich th6ng b6o

cho kh6ch hdng.
Kh6ch h?rng hoflc phAn m6m tU dQng nhQp mfr giao dich viro

Soft OTP d6 phan mAm tAo ra mE OTP.

Sau d6 kh6ch hang ho4c phAn m€m tU dQng nh4p ma OTP tr0n

giao diQn thanh toiin tryc tuy6n vd kh6ch hdng thqc hiQn x6c

nhdn d€ hodn thirnh giao dich thanh toqq,-
5 Token OTP

lo4i co bin
T"k., oTP-te thi6t bi tao md oTP. p6i vdi loai co bin' md

OTP dugc sinh ngiu nhiOn.theo thdi gian, d6ne b0 v6i hQ th6ng

thanh todn truc tuy6n t4i t6 chuc cung img dlch vg thanh to6n,

trung gian thanh toan.
I(hi thuc hiQn giao dich thanh toiin truc tuy6n, hQ th6ng Intemet

Banking / Mobile Banking y6u cAu kh6ch hdng nhQp ma OTP

duqc sinh bdi Token OTP d6 hoen thanh giao di.h t



6 Token OTP

] lopi ndng cao
I Token OTP loai ndng cao lafhidt bi tqo ma OTp. Trong do mdrOTP duoc rao ket hop vOi fi.'a qrar-rnrg giao dich (rransaction
signing).
ifithY; hiQn giao dich thann to6tffu-'iiy6n, ne th6ng rnternet
Banking / Mobile Banking tao;a'pft np'.giao dich th6ng b6o
cho khrich hdng.
I(hrich hdng nhdp mi giao dich vdo Token OTp de thi6t bi tao
ra md OTP.
Sau d6 khrich hdng nh4p m6 OTP trOn giao di6n rhanh toAn truc
tuy6n dC horin thdnh giao dich thanh toiin.

Banking i Mobile Banking grii th6ng tin y€u cAu x6c thuc giao
dich d6n thiCt bi di ddng cria kh6ch hdng qua kOnh tho4i tro4c
qua md USSD hodc.qua phdn mdm chu1 0n dung.
I(h6ch hdng phnn hdi truc ti6p qua k€nh da k6;6i de x6c nhd-n
ho4c kh6ng x6c nhdn thUc hien giao dich.

Banking / Mobile Banking y6u cAu kl6ch hdng trinh dien ddu ]

hiQu nhfln.d4ng sinh tric hoc cria kh6ch hdng kh6.6 khe rang
ldm gi6 d€ xiic thuc giao dich (nhu khu6n Inlt. tint mact neOi ]

tay ho4c ban tay, vdn tay, m6ng m6t, giong n6i).

Ti€u chuAn xiic thuc do Li0n minh Xric thuc truc tuytin the gioi
FIDO Alliance ban hAnh (tham khdo tai Fidoalliance. org). 

I

I(hi thgc hi€n giao dich thanh roex rryc tuyiin. hQ th6ng Internet 
I

Banking / Mobile Banking"y0u cdu kJriich hang su dung thi6r bi i

U2FruAF (giao.ti6p qua c6ng USB ho4c khong ddy (BIueroorh.
NFC)) hoac phAn mdm x6c rhuc tich hqp vOl aien tiroai thong
minh hoic trinh duy€t 96p ung ti6u chudn FIDO2. Sau khi xdc
thuc sri.dpng thitit bf bing ma rruy iflR hoAc d6u hiQu sinh trac
hqc, thi6t bi U2FruAF hoic phdn m6m xiic thuc sE tu dQng giao 

I

ti€p v6i trinh duyQt vd miiy chri x6c thgc d0 xiic rhuc dia chi 
I

website Intemet Banking vd giao dich.

7 Xfc thgc hai
kOnh

8 Sinh tric hoc

9 FIDO

10 Chil kf tliQn
tfr an toin

Khi thgc hi6n giao dich thanh to6n tryc tuy6n, hQ th6ng Intemet
Banking / Mobile Banking y€u c6u kh6ch hdng sri dsng cht hj
tliOn tri an todn <15 dAng kf sri dr,rng v6i t6 chric cung irng dich
w thanh toan, trung gian thanh toiin.
Cht kT, diQn tri an todn bao g6m Ch[ ky dien tri chuy€n dirng
bdo dAm an todn hopc chf kj s6 hoflc ch[ k! diQn ru nuoc
ngoiri duoc c6ng nhdn theo quy dinh cia phrip lu4t.
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